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How to Download Certificate

Step1l

OPEN INTERNET EXPLORER AND GO TO https://www.e-mudhra.com

(&) Digital Signature Certificate... % -
File Edit View Favorites Tools Help
@ ¥ v [ @ v Pagev Safetyv Toolsv @v @ ﬁ

<e e u a As per CCA's Office Order, with effective from 7th December, 2013, eMudhra will FAQ | CONTACT US | DOWNLOAD DSC

Trust Delivered EISHIYESRIVER I E R S e R I R P n (}
level 2 certified crypto tokens. eMudhra recommends TrustKey tokens. Please visit ENTER EMAIL ID FOR UPDATES =

ENTER EMAIL ID FOR UPDATES Subscribe

www.trustkey.in AIL ID Fi -

SEARCH CERTIFICATE | COMPLETE YOUR TRANSACTION | REVOKE | RENEW DSC

‘ﬁ‘ MCA (ROC) | INCOME TAX | E-TENDER | FOREIGN TRADE | APPLY BY CLASS | APPLY COMBO

Now submission of Employee
PF Transfer Claim Form made easy.

eMudhra Digital Signature Certificates
helps you in submitting the forms online. /.

~_ BUY NOW

5 DOWNLOAD NOW > (W) suy onLineNow A BLOG UPDATES ) s

®100% ~
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How to Download Certificate

Step 2
INSERT BLANK ePass 2003 Token AND THEN SELECT NO

—~ | e .v‘a —.ﬁ'.-..- —

()] @ https://wworv.e-mudhra.com
© Digtal Signture Cericate.. J— —
Edit Vie ;

fﬁy v =3 @,-: v Pagev Safetyv Toolsv @~ Lo &

(©) cALL - 08043360000 B¥A info@e-mudhra.com mm =
eemudhra g x :
As per CCA's Office Ord ctive from 7th December, 2013, eMudhra wil RS e c n (‘)

Trust Delivered EESSIIIITESETTES ature Certificates (DSC) only on FIPS 140-2
level 2 certified crypto tokens. eMudhra recommends TrustKey tokens. Please visit P P
E D F scribe

www.trustkey.in

SEARCH CERTIFICATE | COMPLETE YOUR TRANSACTION | REVOKE | RENEW DSC

ﬁ‘ MCA (ROC) | INCOME TAX | E-TENDER | FOREIGN TRADE | APPLY BY CLASS | APPLY COMBO

e-Filing of Income Taxes

‘/‘\\ The user PIN has not been changed after initialized. Would you like to
L ,) change it now?
£

FETTTD b rATEs -
®100% ~

428PM |
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Step 3
THEN CLICK ON DOWNLOAD NOW OPTION

File Edit View Favorites Tools Help
fa - v [ @ v Pagev Safetyv Toolsv @~ [nt &

d h (©) cALL - 08043360000 B4 info@e-mudhra.com m@m =
‘ ‘ ' ' X
é) e u ra As per CCA's Office Order, with effective from 7th December, 2013, eMudhra will FAQ | CONTAC S | DOWNLOAD DSC n (1

LR O R RN b issuing Class 2 and 3 Digital Signature Certificates (DSC) only on FIPS 140-2

level 2 certified crypto tokens. eMudhra recommends TrustKey tokens. Please visit
SEARCH CERTIFICATE | COMPLETE YOUR TRANSACTION | REVOKE | RENEW DSC

www.trustkey.in

n

MCA (ROC) | INCOME TAX | E-TENDER | FOREIGN TRADE | APPLY BY CLASS | APPLY COMBO

Now submission of Employee
PF Transfer Claim Form made easy.

eMudhra Digital Signature Certificates
helps you in submitting the forms online. /.

~ BUY NOW
p'DOWNLOAD NOwW BLOG UPDATES ) |

521PM |
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Step 4 (Part 1)

GIVE YOUR APPLICATION NUMBER BY PRESSING Ctrl V KEY

| @ https://www.e-mudhra.com/portal/Login aspx

@ Application For Digital Sign... % [l
File Edit View Favorites Tools Help
o~ v [ dm v Pagev Safetyv Toolsv @~ (it &

(©) cALL - 08043360000 BZA info@e-mudhra.com mm -
<e)emUdhra As per CCA's Office Order, with effective from 7th December, 2013, eMudhra wil [ RNIRcHE SR SR e Rt n i‘}

Trust Delivered I Y T
level 2 certified crypto tokens. eMudhra recommends TrustKey tokens. Please visit T BRI
SEARCH CERTIFICATE | COMPLETE YOUR TRANSACTION | REVOKE | RENEW DSC

www.trustkey.in
ﬁ MCA (ROC) | INCOME TAX | E-TENDER | FOREIGN TRADE | APPLY BY CLASS | APPLY COMBO

Download Certificate

Application Number*
Challenge code®

Date of Birth * DOMMAYYYY]

IMPORTANT NOTICE:

Compatibility:
* Compatible Operating Systems: Microsoft Windows 2000, XP, 2003, Vista Windows 7

* Compatible browsers: Microsoft Internet Explorer 6.0 and above -
#100% ~

- ‘ > ] 428PM |
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Step 4 (Part 2)

THEN, GO EDIT MENU AND

SELECT Paste OPTION TO PUT THE CHALLENGE CODE

a2 Cut Ctrl+X Toolsv @~ (&t &,
Copy Cil+C 7
Paste Ctrlev (©) cALL - 08043360000 B info@e-mudhra.com (UEACYIIETD =

Seiecial CtrlsA udhra As per CCA's Office Order, with effective from 7th December, 2013, eMudhra will (SRR e B (‘}

FYYTPPYTY N bc ssuino Class 2 and 3 Digtal Signature Certficates (DSC) only on FIPS 140-2
MAIL ID FOR UPDATES

level 2 certified crypto tokens. eMudhra recommends TrustKey tokens. Please visit
SEARCH CERTIFICATE | COMPLETE YOUR TRANSACTION | REVOKE | RENEW DSC

Find on this page... Ctrl+F

www.trustkey.in

Y MCA (ROC) | INCOME TAX | E-TENDER | FOREIGN TRADE | APPLY BY CLASS | APPLY COMBO

Download Certificate

Application Number* 894071
Challenge code*

Date of Birth * DDIMMAYYYY,

IMPORTANT NOTICE:

Compatibility:
* Compatible Operating Systems: Microsoft Windows 2000, XP, 2003, Vista ,Windows 7
* Compatible browsers: Microsoft Internet Explorer 6.0 and above -

Inserts the items you have copied or cut into the selected location. #100% ~

g = s a N EIE NPT
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Step 4 (Part 3)

AND FINALLY GIVE YOUR DATE OF BIRTH AND THEN CLICK ON SUBMIT

(—p (@ https://www.e-mudhra.com/portal/Login.aspx
@ Application For Digital Sign... % [Jl

File Edit View Favorites Tools Help
[ v [ d® v Pagev Safetyv Toolsv @~ I &

@ em udhra As per CCA's Office Order, with effective from 7th Decer

Trust Delivered Ity ly on FIPS 140-2
level 2 certified crypto tokens. eMudhra recommends Tru kens. Please visit
www.trustkey.in

SEARCH CERTIFICATE | COMPLETE YOUR TRANSACTION | REVOKE | RENEW DSC

ﬁ MCA (ROC) | INCOME TAX | E-TENDER | FOREIGN TRADE | APPLY BY CLASS | APPLY COMBO

Download Certificate

m

Application Number* 894071
Challenge code® LIIYITYYY

Date of Birth * 110611983 | momamnevyy

IMPORTANT NOTICE:

Compatibility:
* Compatible Operating Systems: Microsoft Windows 2000, XP, 2003, Vista Windows 7
* Compatible browsers: Microsoft Internet Explorer 6.0 and above -

https://www.e-mudhra.com/portal/Login.aspx
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o
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Step 5

PLEASE, SCROLL DOWN NOW AND CLICK ON INSTALL

File Edit View Favorites Tools Help
[ v [ d® v Pagev Safetyv Toolsv @~ I &

e e e e e e e "
will be prompted to install the certificates six (6) times. =
Click on ‘Yes' and accept all messages. The messages may look like the one below
Potential Scripting Violation
;} A0S Con v ¥ i ik, The Web B
fos. Otherwise, cick No.
Yes [ =
A
CCA India 2007
tually from "CCA Inda 2007, "CCAInda 2007 The
follovng ruber vl assist you in this process:
Thumbpeirk (shal): 97226AAE 4ATAGAAS 98016787 F27FB41C DAOIFDO
Warning:
¥ CA. Tnstang
thumbprintis 8 sacurky risk. If you chck Yes" you acknowledge thes isk,
Do you want to nstal this certficate? -
Yes
INSTALL
https:/ i dhra.com/p ertificate.aspx ®100% ~

&5 a9 " RE

Ishika Technologies (P) Ltd, AD-35, Salt Lake City, Sector 1, Near Tank No #4, Kolkata - 700 064 , West Bengal, INDIA
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Step 6
CLICK ON YES
- 45§ _ -
(© https://wwrw.e-mudhra.com/portal/InstallCertficate aspx O~ acx| {i vy ied
© Electronic Signature Form, ... % || T TR TTT . wi i S

File Edit View Favorites Tools Help
[ v [ d®h v Pagev Safetyv Toolsv @~ I &

will be prompted to install the certificates six (6) times.

|
|
Click on ‘Yes' and accept all messages. The messages may look like the one below

. This Web site is attempting to perform a digital certificate operation on
ol your behalf:

ps: X dhra.com/p ertificate.aspx

You should only allow known Web sites to perform digital certificate
operations on your behalf.
Do you want to allow this operation?

1

e s 9N ETE At

Ishika Technologies (P) Ltd, AD-35, Salt Lake City, Sector 1, Near Tank No #4, Kolkata - 700 064 , West Bengal, INDIA
Tele : +91-33-40041848 / +91-33-40068960 / +91-33-23341090. Cell : +91-9432644547 / 9038260669
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Step 7
NOW CLICK TO CONTINUE

| © https://ww.e-mudhra.com/portal/InstallCertificate.aspx

) Electronic Signature Form, .. % ||

File Edit View Favorites Tools Help

- v [ d® v Pagev Safetyv Toolsv @~ (@t &,

"Potential Scripting Violation

actually from “CCA India 2007, CCA Indis 2007°. The
following rumber wil sssist you in this process:

Thembpeink (shal): 97226AAE SATAGSAS SEDI6767 F27FB41C DACOLFDO.
Warming:

i Wesdows vl

thumbprint is 8 securky risk. I you dick “Yes® you admowledge this risk.
Do you wank to stal this certicate?

a1

Yo ||t ]

INSTALL
CONTINUE

psi/ .e-mudhra.c ertificate.aspx ®100% ~
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Step 8

AGAIN CLICK ON YES

- -
(@ hitps://www.e-mudhra.com/portal/DownloadCertificate.aspx

© e-mudhra.com = - TE T e L W

File Edit View Favorites Tools Help
[ v [ d®h v Pagev Safetyv Toolsv @~ I &

| »

¥4 info@e-mudhra.com W
e emudhra o - 60

Ty be issuing Class 2 and 3 Dig

Trust Delivered
RANSACTION | REVOKE | RENEW DSC

°LY COMBO

4. This Web site is attempting to perform a digital certificate operation on
Lli your behalf:

https://www.e-mudhra.com/portal/DownloadCertificate.aspx

You should only allow known Web sites to perform digital certificate
operations on your behalf.
Do you want to allow this operation?

leMudhra to

=P

Application ID: 894071

Confirmation of DN Details

User Type Individual C ves € No
Certificate Class Class 2 Gold Individual Cves C No
Certificate Validity 2 Years Cves C No -

#100% ~

Ishika Technologies (P) Ltd, AD-35, Salt Lake City, Sector 1, Near Tank No #4, Kolkata - 700 064 , West Bengal, INDIA
Tele : +91-33-40041848 / +91-33-40068960 / +91-33-23341090. Cell : +91-9432644547 / 9038260669
Website : www.digitalsignature.in Email : dsc@ ishikatech.com
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Step 9
PLEASE, CLICK ON OPTION YES AND

VERIFY ALL OTHER INFO ARE ALSO YES SELECTED

https://www.e-mudhra.com/portal/ DownloadCertificate.aspx

(&7 Electronic Signature Form, ... % -

File Edit View Favorites Tools Help

- v [ @ v Pagev Safetyr Took~ @~ & &

@emudhra

Trust Delivered

<] info@e-mudhra.com m
ENTER EMAIL I FOR UFDATES

SEARCH CERTIFICATE | COMPLETE YOUR TRANSACTION | REVOKE | RENEW DSC

L

m

MCA (ROC) | INCOMET, E-TENDER | FOREIGN TRADE | APPLY BY CLASS | APPLY COMBO

Kindly confirm that all the below details are correct:
Type of Token

C No
Token

Notice

To adhere with CCA's Office Order, with effective from Tth December, 2013, eMudhra will be issuing Class 2
and 3 Digital Signature Certificates (DSC) only on FIPS 140-2 level 2 certified crypto tokens (tokens)
Customers are requested to please make note of the change and procure tokens to download digital
signature certificates. Please click here to find list of FIPS certified tokens which are tested by eMudhra to
download DSC

Information

eMudhra recommends TrustKey tokens. Please visit www trustkey.in

You are about to download 2048 bit Digital Signature Certificate. So please make sure that the token used
for downloading the Digital Signature Certificate is capable of downloading 2048 bit Digital Signature
Certificate. If you are not sure, please do not download now

Application ID: 894071

Confirmation of DN Details

#®100% ~

Ishika Technologies (P) Ltd, AD-35, Salt Lake City, Sector 1, Near Tank No #4, Kolkata - 700 064 , West Bengal, INDIA

Tele : +91-33-40041848 / +91-33-40068960 / +91-33-23341090. Cell : +91-9432644547 / 9038260669
Website : www.digitalsignature.in Email : dsc@ ishikatech.com
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Step 10
NOW SCROLL DOWN AND SELECT ePass2003 CSP OPTION

https:/ /. e-mudhra.com/ portal/ DownloadCertficate. aspx P~ @cx S e

(&7 Electronic Signature Form, ... % -

File Edit View Favorites Tools Help
Lo~ v [ v Pagew Safetyr Tools~ @~ (i &

Commen Name[CN] (Name as in the

application form) SHARMA AKSHAY @ yes C No
Email Address [E] harry_1769@yahoo.com @ vas C No
s e OO e
Postal Code 176209 @ yas C No
State [S] HIMACHAL PRADESH @ ves C No
Country [C] India @ ves € No
Hash value of your PAN[PAN Value] 56485C28C4B1ADE1415683F807B7 @ yes  No

7DF7BBD94258BECA194A4D36273F
C5B8DCT70[ANNPS3600C]

| hereby agree to the Terms and Conditions pertaining to eMudhra Certificate Download.

| confirm that | have read the Subscriber Agreement & the CPS and agree to abide by the same. | also
understand that storing the private keys safely and in a secured crypto token is my responsibility. |
understand the risks associated for not preserving the private keys of my digital signature and password/s
for the same. | am also aware that the most secured way to store private keys is a crypto token. |
understand that in the event of me providing wrong information in the application form, or parting off my
credentials and or private key to a third person, eMudhra’s liability is restricted as per the Subscriber
Agreement.

Cryptographic Service Provider (CSP) Select CSP -
Select CSP

EnterSafe ePass2003 Key Storage Provider
ePass2003 CSP ]

Gemalto CSP

#100%

Ishika Technologies (P) Ltd, AD-35, Salt Lake City, Sector 1, Near Tank No #4, Kolkata - 700 064 , West Bengal, INDIA
Tele : +91-33-40041848 / +91-33-40068960 / +91-33-23341090. Cell : +91-9432644547 / 9038260669
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Step 11
USE THE PIN AS GIVEN (12345678) AND

CLICK ON LOGIN

- %

)| @ nhttps://www.e-mudhra.com/portal/DownloadCertificate.aspx
(©) Electronic Signature Form, ... % u Y . & °» S e P i S~

File Edit View Favorites Tools Help
o~ v [ d®h v Pagev Safetyv Toolsv @~ L7t &

Orga.nisat.ion Nafﬂe !0] (‘Personal’ if not Pormond € Yes € No al
specified in application form)

Postal Code 176209 @ Yes C No

State [S] HIMACHAL PRADESH @ Yes C No

Country [C] India @ ves C No

Hash value of your F Yes C No

ﬁ Now verify your User PIN:
| hereby agree td)

| confirm that | I} |[Bide by the same. | also
understand that] User PIN: ]**““‘** is my responsibility. |
understand the
for the same. | I Enable soft keyboard s is a crypto token. |
understand that: = form, or parting off my
credentials and. Change User PIN | Loow d as per the Subscriber

Agreement
Cryptographic Service Provider (CSP) ePass2003 CSP ; =l
AGREE & DOWNLOAD REJECT ]
Apply By Type Apply By Class Cyber Security Quick Links -

B o 4%

Ishika Technologies (P) Ltd, AD-35, Salt Lake City, Sector 1, Near Tank No #4, Kolkata - 700 064 , West Bengal, INDIA

Tele : +91-33-40041848 / +91-33-40068960 / +91-33-23341090. Cell : +91-9432644547 / 9038260669
Website : www.digitalsignature.in Email : dsc@ ishikatech.com
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Step 12
CLICK AGREE AND DOWNLOAD TO PROCEED

€« @ @ https://www.e-mudhra.com/portal/DownloadCertificate.aspx
C e-mudhra.com *

File Edit View Favorites Tools Help

- v [ dm v Pagew Safetyv Tools~ @~ fat &

Organisation Name [O] (‘Personal’ if not

specified in application form) FeEez] @ Yes C No B
Postal Code 176209 @ ves € No
State [S] HIMACHAL PRADESH @ yes C No
Country [C] India @ ves © Mo
Hash value of your PAN[PAN Value] 56485C28C4B1ADE1415683FB07BT @ yas ( Np

7DF7BBD94258BECA194A4D36273F
C5B3DCTO[ANNPS3600C]

| hereby agree to the Terms and Conditions pertaining to eMudhra Certificate Download.

| confirm that | have read the Subscriber Agreement & the CPS and agree to abide by the same. | also
understand that storing the private keys safely and in a secured crypto token is my responsibility. |
understand the risks associated for not presening the private keys of my digital signature and password/s
for the same. | am also aware that the most secured way to store private keys is a crypto token. |
understand that in the event of me providing wrong information in the application form, or parting off my
credentials and or private key to a third person, eMudhra's liability is restricted as per the Subscriber

Agreement.
Cryptographic Service Provider (CSP) ePass2003 CSP -
AGREE & DOWNLOAD r
Apply By Type Apply By Class Cyber Security Quick Links -

Private Key is saved successfully

Ishika Technologies (P) Ltd, AD-35, Salt Lake City, Sector 1, Near Tank No #4, Kolkata - 700 064 , West Bengal, INDIA

Tele : +91-33-40041848 / +91-33-40068960 / +91-33-23341090. Cell : +91-9432644547 / 9038260669
Website : www.digitalsignature.in Email : dsc@ ishikatech.com
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How to Download Certificate

Step 12
CLICK ON YES

Pl

(@ hitps://www.e-mudhra.com/portal/DownloadCertificate.aspx

“ . » B 8 * S e

() cALL - 080-43360000
X

@mu_tha i ve from 7th Dec?mbe 2013, eMudhra :‘4\,[\!

- suing Class 2 and 3 Digt
Trust Delivered 2 pto tokens. ehudhra recommends TrustKey tokens. Please visit

B¥4 info@e-mudhra.com m 3
FAQ | CONTACT US | DOWNLOAD DSC n Lj

RANSACTION | REVOKE | RENEW DSC

ll °LY comBO

4. This Web site is attempting to perform a digital certificate operation on
L‘L your behalf:

m

https://www.e-mudhra.com/portal/DownloadCertificate.aspx

You should only allow known Web sites to perform digital certificate
operations on your behalf.
Do you want to allow this operation?

applicatiofl
Email Address [E]
Organisation Name [O] (‘Personal’ if not

specified in application form) Persoudl

Postal Code 176209

State [S] HIMACHAL PRADESH

Country [C] India

Hash value of your PAN[PAN Value] 56485C28C4B1ADE1415683F807B7 N

Ishika Technologies (P) Ltd, AD-35, Salt Lake City, Sector 1, Near Tank No #4, Kolkata - 700 064 , West Bengal, INDIA

Tele : +91-33-40041848 / +91-33-40068960 / +91-33-23341090. Cell : +91-9432644547 / 9038260669
Website : www.digitalsignature.in Email : dsc@ ishikatech.com



http://www.digitalsignature.in/
mailto:sales@ishikatech.com

ishika

www.ishikatech.com

How to Download Certificate

Step 12

AGAIN CLICK ON OK

- - -
) /portal/DownloadCertificate.aspx L~ acx| (el
(@ Electronic Signature Form, - T EEE T i a o

File Edit Vie

{}, ) v () @ v Pagev Safetyv Toolsv @~ &t &

@mudhra

Trust Delivered

| »

(©) cALL - 08043360000 B4 info@e-mudhra.com Qmm

X

As per CCA's Office Order, with effective from 7th December, 2013, eMudhra wil
be issuing Class
level 2 certified c

RANSACTION | REVOKE | RENEW DSC

&3 Dear Valued Customer, PLY COMBO
Thank you for purchasing an eMudhra Digital Signature Certificate. We
value your feedback and comments and are available to assist you in
any of your queries. Do contact us at the details mentioned below:

i

Tel: +91 80 4336 0000
Email: info@e-mudhra.com

Please make sure that your digital signature certificate is downloaded to
the token or browser,

G

Orgamsatmn Name [O] (‘'F

specified in application form) R W
Postal Code 176209

State [S] HIMACHAL PRADESH

Country [C] India

Hash value of your PAN[PAN Value] 56485C28C4B1ADE1415683F807B7 ¥

Ishika Technologies (P) Ltd, AD-35, Salt Lake City, Sector 1, Near Tank No #4, Kolkata - 700 064 , West Bengal, INDIA
Tele : +91-33-40041848 / +91-33-40068960 / +91-33-23341090. Cell : +91-9432644547 / 9038260669
Website : www.digitalsignature.in Email : dsc@ ishikatech.com
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How to Download Certificate

Step 13

PLEASE WAIT A MOMENT TO SEE TILL MESSAGE POP-UPS CETIFICATE
DOWNLOAD SUCCESSULLY

(@ https://www.e-mudhra.com/portal/DownloadCertificate.aspx

nic Signature Form, ... * —

File Edit View Favorites Tools Help

o~ v [ dw v Pagev Safetyv Toolsv @~ (&t &,

User Type
Certificate Class
Certificate Validity
Token Type

Common Name[CN] (Name as in the

application form)
Email Address [E]

Organisation Name [O] (‘Personal’ if not

specified in application form)
Postal Code

State [S]

Country [C]

Hash value of your PAN[PAN Value]

Individual

Class 2 Gold Individual
2Years

Soft Token

SHARMA AKSHAY
harry_1769@yahoo.com
Personal

176209

HIMACHAL PRADESH
India
56485C28C4B1ADE1415683F807B7

7DF7BBD94258BECA194A4D36273F
C5B8DC70[ANNPS3600C]
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Ishika Technologies (P) Ltd, AD-35, Salt Lake City, Sector 1, Near Tank No #4, Kolkata - 700 064 , West Bengal, INDIA
Tele : +91-33-40041848 / +91-33-40068960 / +91-33-23341090. Cell : +91-9432644547 / 9038260669

Website : www.digitalsignature.in

Email : dsc@ ishikatech.com
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